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Introduction

This paper is a brief review of both outsourcing and mutually-beneficial cooperation in
the realm of international Maritime Domain Awareness (MDA). It will address the two relevant
categories of outsourcing, which parallel the two areas where cooperation appears to take place. |
say “appears” because much of the cooperative activity is undertaken discretely—not because of
any conscious decision that it should be secret or covert, but because the shipping industry has
historically always been guarded about what it reveals to outsiders. This is a habit that it finds
hard to give up, even in this age, which places a premium—one which is often ill-thought-
through—on “transparency.”

Maritime Domain Awareness

“Maritime domain awareness” is an attempt by a limited number of states—the United
States and Australia in particular—to gain a greater understanding of the criminal and political
threats which exist in their own coastal waters or might enter their waters from the vastness of
the deep ocean. The scheme is complex and definitions of its purpose, as well as expectations
about what can be achieved cost-effectively, change regularly. To succeed in its broad aim of
building an intelligible picture of threats at sea that is clear and accurate enough for action to be
taken, several substantial technical and procedural problems need to be overcome. The peculiarly
American temptation to place too much emphasis on technical solutions, which in this case
would translate into an over-dependence on surveillance at the expense of intelligence, needs to
be checked.! Nonetheless, the scale of the project and the difficulties that it faces illustrate the
immensity of the challenges posed by the ever-changing and multi-faceted character of illicit
maritime activity.

The primary surveillance technologies are radar and various forms of vessel tracking, of
which the Automatic lIdentification System (AIS) is now probably the most important. All
vessels regulated by the International Convention for the Safety of Life at Sea (SOLAS) are now
required to carry AlS equipment.®> While not a collision-avoidance system, safety was AlIS’s
original purpose. Previously-developed watch-keeping methods, including visual observation
and the use of audible warnings such as foghorns, radio transmission, and radar (including the
Automatic Radar Plotting Aid, or ARPA) had all improved over the years but still suffered from
three limitations: first, they were not always able to positively identify another vessel; second,
even if the vessel was accurately identified, problems often arose when attempts were made to
contact the vessel quickly; and third, radar suffered from time delays and other target
discrimination problems. As narrow waters became more crowded, these issues, when taken
together, meant that the chances of accidents when ships were manoeuvring had increased.*
Despite its background as a maritime safety aid, states have looked increasingly to AIS to fulfil
the surveillance component of their maritime security programs.

AIS is a broadcast system—*"“everybody sees everybody,” but only within the system’s
range, which, like all VHF signals, is generally limited to between twenty and forty miles (thirty-
two to sixty-four kilometers). From a surveillance perspective, its utility in the deep oceans is
therefore limited, which is why the International Maritime Organization (IMO), at U.S
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prompting, proposed the satellite-based Long-Range Identification and Tracking (LRIT) system.
Flag, port, and coastal states will benefit if LRIT is introduced; the benefits to shipping, which
will not be given access to the signals nor to the resulting data, are not so apparent.”

MDA: The Search for Knowledge

AIS and LRIT can help to deliver what has been called the “primary component” in
vessel monitoring: a ship’s geospatial track or position.® These systems can also positively
identify ships, which radar alone cannot do. The intention is that analysts should use “anomalies
resulting from comparison of vessel tracks to historical tracks of similar vessels” to help assess
risks.” Pattern interpretation is an important element in all forms of intelligence analysis, but
there are a multitude of legitimate reasons why ships deviate from planned tracks, or speed up or
slow down, or even make unscheduled port calls.®> What surveillance systems cannot do is put
the data they generate into context. They cannot, in other words, reveal purpose or intention. The
temptation, nonetheless, has been to collect more and more data—to be aware, in other words,
rather than to be informed. In reality, and as the draft of the U.S. maritime domain awareness
technology roadmap made clear, a “robust, effective international HUMINT (human
intelligence) network is a critical component for successful maritime domain awareness efforts,
and cannot be overemphasized.” The scale of the task means that it hard to see how this can be
achieved successfully without the close involvement of the commercial sector.

The test for MDA is therefore twofold. First, because the threat spectrum is spread more
widely, analysts need to look beyond the traditional information sources to the broad range of
open source maritime information, information from flag states, from customs administrations,
and also signal intercepts.”® Second, it will be a challenge to transform the “common operating
picture” from one that is agency-specific (as it has been in the past) to one that can be shared at
an unclassified level with allies, other agencies, and the commercial sector; one that will demand
that solutions are found to substantial interoperability, regulatory, and legal problems. It will also
mean that the instinct to withhold rather than to share information—something that is deeply
ingrained within the naval and intelligence communities—is relaxed.

“Public-Private Partnership”: The Commercial Contribution

The commercial contribution to maritime domain awareness falls into two categories:

e Intelligence: assessment and analysis

e Surveillance: either through the provision and management of equipment or the supply
of information.

Contractor support of the intelligence analysis function is an established practice that is
widespread across most U.S. government agencies and military commands. The presence of a
substantial contactor element within the National Maritime Intelligence Center (NMIC) would
suggest that it also plays a role in maritime domain awareness. Surveillance is a different matter.
Attempts to use commercial suppliers to gather or supply data in the maritime domain appear to
have been limited largely to the worldwide Lloyd’s Agent Network (LAN) of port-based
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correspondents. This network has provided the Lloyd’s insurance market in London with details
on ship movements for centuries, and that service has now been made available to a wider range
of commercial and official clients. The LAN is now one element in the Lloyd’s Maritime
Intelligence Unit (Lloyds MIU), which has supplemented the agent network with shore-based
AIS receivers in most of the world’s major ports.

Australia, however, has gone a step further by sub-contracting their “Coastwatch”
program—the largest aerial maritime surveillance program in the world—to Surveillance
Australia, a subsidiary of Cobham, a company headquartered in the United Kingdom.** This
would appear to be a model that could be applied elsewhere: perhaps in areas such as the Sulu
Sea, the Gulf of Guinea, or off the Horn of Africa, surveillance could be sub-contracted to
private suppliers and paid for by external donors. Similarly, but at a literally higher level, the
U.S. Coast Guard intends to make use of Orbcomm satellites to capture AIS signals from ships
up to 2,000 miles away from U.S. shores and possibly worldwide.*?

There are a number of powerful reasons why the outsourcing route might appeal to
government agencies: budgetary control, innovation, distance, continuity, and confidentiality.
The benefit of budgetary control, whether it is on a fixed-price basis or within agreed parameters,
IS an obvious benefit, provided the contractor is allowed an acceptable level of return. Innovation
is not a quality that is unique to the private sector, but it is found there more frequently than in
the public sphere and, providing the public partner encourages such behaviour, it is one from
which it can gain. Using a commercial contractor can enable a government agency to distance its
own involvement. The fact that the U.S. Coast Guard wants to intercept signals up to 2,000 miles
away from U.S. sovereign territory obviously raises political questions. It hopes to circumvent
these concerns by purchasing the data stream from a contractor that is responsible for negotiating
the launch and routing permits, and which is free to sell the data stream from all the satellites
involved apart from one that that serves the Coast Guard exclusively.* Continuity is important
because it is often the case, particularly when the military are involved, that rotation and
promotional rhythms and other demands can mean that government representatives stay in post
only for a relatively short time and can consequently lack experience. In these cases it is often
the contractor that maintains the stability of understanding. Finally, raw data and processed
information are the lifeblood of MDA and, while the government and the contractor might value
it using different yardsticks, both recognise its worth and will seek to keep it confidential. If that
information is generated or managed by a commercial organisation, or if the intention is to
distribute it outside a closed circle of confidants, a commercial organisation will have a strong
incentive to enforce its intellectual property rights.

“Public-Private Partnership”: The Cooperative Contribution

While the opportunities for closer public-private working relationships appear to be
increasing in the commercial sector, the picture in the cooperative sector appears more
problematic. Until the end of World War 11, a naval power was axiomatically a maritime power.
Throughout history, maritime powers have had a strong interest in maintaining close links with
their merchant marines. Naturally, these links have always been stronger in times of tension and
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especially during times of war. Since World War |1, however, the link between naval power and
maritime power has become attenuated. Maintaining links between navies and merchant services
become harder as first registration and then outright ownership moved offshore, even though the
vital services that facilitated trade, such as insurance and finance, remained where they were and
the related ship management and brokerage functions stayed close by.

Accompanying this attenuation in the link between naval and maritime power has been a
marked decline in the public’s recognition of shipping’s importance. Its public profile has
dropped, along with its political profile—a phenomenon that in the UK has been termed “sea
blindness.” Therefore, while links have not broken entirely—a latticework of committees and
contact points between government and the shipping industry remains in place—cooperation has
waned.

The Post-9/11 Maritime World

U.S. President George W. Bush claimed that the events of 9/11 changed the world; they
did not, but the reaction to them did.'* That reaction has had a profound and continuing impact in
the maritime domain.™ It has given rise to a series of border control and customs measures with
a high compulsive element but which, unavoidably, demand a great deal of cooperation between
all the parties and agencies involved in order to work efficiently, or at all. These measures
include programs such as the International Ship and Port Facility Security (ISPS) code, which
arose largely out of the U.S. Maritime Transportation Security Act (MTSA) of 2002; the
Container Security Initiative; the Advanced Notification of Arrival, Customs-Trade Partnership
(C-TPAT); and various measures taken by the European Union (EU).

The details of these programs are not the subject of this paper, but the way some of these
programs have been applied has had a direct bearing on the way the campaign against terrorism
has been conducted, and on the levels of cooperation between the international shipping industry
and government agencies, particularly the agencies of the U.S. government. The commercial
shipping industry realized that the 9/11 attacks changed perceptions of terrorism in the U.S. and,
in particular, induced feelings of vulnerability that the country had not felt previously in its
history. Aircraft and ships were no longer seen as benign tools for commerce and leisure, but as
potential weapons. The industry recognized that it was better to cooperate willingly with the new
border and customs regulations and the proposed new vessel tracking measures as they were
introduced, rather then incur the difficulties and costs of an imposed regime. It would be wrong
to say that this cooperation was extended begrudgingly. The industry recognised and responded
to the wave of sympathy for the U.S. that arose in many parts of the world. But its cooperation
was extended sceptically. There are now signs that that scepticism is increasing, just as there are
other signs that suggest the wave of sympathy has now largely run its course.

No maritime awareness program will work without an element of compulsion, but it
cannot work effectively without cooperation, which in turn depends on the mutual recognition of
the need for the benefits to be shared.'® This is especially true when what is proposed can only be
realized through international agreement (or acquiescence) and which, given the concept’s size
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and complexity, will inevitably give rise to problems. There are several that affect public-private
cooperation. For example:

e Seafarers are the “eyes and ears” of an awareness regime, yet the imposition by the U.S.
of onerous visa requirements and overly-aggressive inspection measures have alienated
officers and crews;"’

e The calling into question of the industry’s need for confidentiality;

e Disquiet over the disruption caused by the cargo security measures in place already and
alarm about those proposed for the future;

e Unrealistic expectations about what technical surveillance measures at sea can achieve.

It is worth expanding on two of these points. First, disruption has been caused by port and
supply chain security measures which were put in place to deter terrorist action, not to stop it.
The 9/11 Commission itself recognized this distinction when it wrote in its recommendations
that in “measuring effectiveness, perfection is unattainable. But terrorists should perceive that
potential targets are defended. They may be deterred by a significant chance of failure” [italics
added].’® The measures implemented to date undoubtedly make any terrorist’s task less
straightforward, but the shipping industry looks upon them as a cure for a disease that does not
exist and which, moreover, suffers from seven important weaknesses:

1. The sheer volume of movements: In 2000 alone, 211,000 vessels entered U.S. ports and
11.6 million maritime containers crossed U.S. borders; only two percent of these were
physically inspected; however, the proportion of the seven million containers that arrived
by sea and were inspected had, by 2003, risen to 5.2 percent.’ In addition, the proportion
of containers passing through U.S. ports that are scanned for radiological and nuclear
material had, according to U.S. government statistics, reached eighty percent in 2006 and
was expected to rise to ninety-eight per cent in 2007, although the cost effectiveness of
this effort has not been established.”

2. Cooperation, not command: Implementation depends on cooperation and coordination
between various government agencies (including agencies at the state and local level),
between these agencies and private companies, and between these agencies and their
counterparts overseas, which often has to take place in the absence of common operating
procedures.”*

3. The will of those involved and their capability to make interceptions: That is to say being
in possession of sufficient ships, aircraft and personnel.

4. The human factor: Thousands of people around the world, ranging from officials to
company employees, have to raise their game permanently in order to make security a
reality—by keeping their eyes and ears open to unusual activity and competently
completing or checking often complicated forms, all while remaining alert to terrorist or
criminal penetration of their own organizations and electronic systems.”®
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5. Corruption: A proportion of these officials and employees will be corrupt; alternatively,
if they are not actively corrupt, they will either be so poorly paid they can be suborned or
live in societies where the line between corruption and the normal way of doing things
barely exists.

6. Information overload: Huge quantities of data are gathered but the overriding challenge,
to turn information into intelligence, remains; which one of thousands of ships, in other
words, carries the real threat??*

7. Expense: The measures that have been taken or mandated so far have been hugely
expensive and are nibbling away at the efficiency of the US economy and the
international trading system.”® The U.S. Coast Guard has estimated that the security
improvements mandated by the MTSA will cost $7.3 billion over ten years.® Port
operators and ship owners will be expected to shoulder most of this cost and questions
have already been asked about whether or not this estimate is too low. Yet these costs are
only part of the total expenditure worldwide. In 2003, the OECD estimated that the initial
cost to ship operators of improved security would be $1.2 billion and $730 million per
year thereafter.”” Despite these costs, the passage of the bill requiring that all containers
entering the U.S. must be scanned by 2012 reveals that the search for an unattainable
level of security continues.?® Steve Carmel, senior vice president of Maersk Line (based
in Norfolk, Virginia), articulated these concerns at a conference in September 2007 when
he said: “...the only threats to maritime commerce | see are ill conceived security
measures that betray a fundamental lack of understanding about how the global transport
system that facilitates globalisation works.”%

The second point concerns the unrealistic expectations that have arisen about what
technical measures can achieve. The suggestion has been made that, in effect, the international
air traffic control system can be replicated at sea. This model, and other analogies with credit
card transactions and telecommunications monitoring, is inappropriate.

First, technical systems used to monitor ship movements can be “spoofed.” The reliability
of AIS data has been questioned increasingly in the light of the number of intentional and, more
commonly, unintentional errors and signal “drop-outs.”® Second, ships travel with AIS turned
off, even in areas where they are not under any threat. Third, ships on international voyages—
except when they are passing through traffic management schemes such as the Straits of Dover
and Singapore—do not follow controlled channels. A relatively limited number of vessels,
particularly large ships in the liner trades and those fulfilling long-term commodity supply
contracts, follow established sea-lanes, behave predictably and adhere to strict timetables.
However, most other ships do not. The suggestion that if a ship deviates from a recognised
“motion” pattern it must do so for a good business reason that the owners or charterer are willing
to reveal, and if one is lacking it is likely to be up to “no good,” verges on the simplistic.**
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Conclusion: Can Public And Private Interests Build Partnerships To Secure The Maritime
Domain?

Public and private interests not only can build partnerships to help secure the maritime
domain—they have to. In the same way that a police force in a democratic society cannot hope to
maintain order in a city without the help of key constituencies, so effective maritime security is
unattainable without the support of key members of the maritime community. These range from
other states, flag registries, shipping companies, and merchant mariners to recreational
yachtsmen.

The key point is the human interface: data is the starting point, not the end point, of
maritime domain awareness. Data requires context; knowledge needs to be built around it. While
AIS, LRIT, and MDA all appear to offer surety and reliability, this is at odds with the turbulence
and changeability of the sea and the people who use it.

The added complication is that to achieve what is known as “global maritime intelligence
integration” using technical means alone will demand a financial investment that is beyond the
means of any one country.* Furthermore, the sheer volume of the potential contacts that would
be generated by a global system means that, in all likelihood, detailed maritime domain
awareness will be achieved only in areas of critical interest—for example, in the vicinity of
“hub” ports, portions of vital sea lanes and chokepoints such as the Straits of Dover or Malacca,
and sea areas such as the Gulf of Guinea, where security concerns are high.** Data and
information, in other words, will not be available on demand but will need to be exchanged.

Commercial organisations such as Lloyds MIU, Surveillance Australia, and various
consultancies provide government agencies with flexible and cost-effective support. However, it
is the cooperative support that is even more important and this can only be obtained—and
sustained—on the basis of mutual interest and mutual respect. Admiral Mike Mullen, when he
was Chief of Naval Operations, launched the idea of the *“1,000-ship Navy,” which called on
like-minded navies and coast guards around the world to contribute whatever they could to
improve maritime security. The U.S. Navy is struggling to maintain ship numbers at around 300
hulls. Rumours suggest the British government plans to cut the Royal Navy to fifty hulls within a
decade. Compare this to the commercial sector: Maersk and BP have around 1,000 ships each.
Other ship owners number their fleets in the hundreds. Who is in a better position to collect not
merely data, but to provide information?

Where, however, is the line drawn between collecting data and spying, and who draws it?
The shipping industry is prepared to cooperate, but carrots are more persuasive tools to win that
cooperation than sticks. Carmel drew the boundaries of that cooperation very carefully: “We do
not simply want to be the passive object ...We would far rather be an active partner in
implementing a strategy that furthers collective security goals of all states while not jeopardizing
the economic goals of any one state in the process.”** In a 2006 Canadian study, Hammond and
his colleagues went to the heart of the matter: Can mariners trust that the information they supply
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will be treated with discretion and respect? Can maritime authorities be sure that the information
mariners supply is truthful and accurate? Many commercial shipping lines and other private
entities are not interested in cooperating. The Greek ship-owning community, for example,
defends its independence fiercely. Others want to cooperate, but even for these companies,
compulsion will only go so far before it meets resistance. They will only cooperate as partners
providing their other interests, and the interests of their customers, are not compromised
fundamentally. No system that depends ultimately upon willing cooperation can work effectively
without a clear recognition by all parties that the benefits are shared.*
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